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Systematic reuse of process-related certification artifact

— Research Projects
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Context, motivation, and vision

Current Safety Documentation at Scania Future Safety Case Creation at Scania

(word/excel based) OSLC-based
RE-team Implementation
% Team Risk Formal
% Analysis verification
% % Results ! Results
< / S e <
7 Open Services Testin
S RSyst_em for Lifecycle Resulti
System S E-* g, Verification = S A Collaboration
Design team / \ Team ents ; 1 ?,\
Safety manager % N “ 'Q:%I
= 4 \ 7
sg= I < 5% % \_\\ /i\@ o=~
Safety case
% S representation
222
Component
% Design team

[Gallina et al. 2015]

Safety Case-Argument that the safety requirements for an item are complete and satisfied by evidence

ISO 26262- Part 1, Definition 1.106
2379 May 2017, 5th Scandinavian Conference System and Software Safety (SCSSS) 4
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Soft solution: Open-minded Teams for

Lifecycle Collaboration

1ISO26262:
safety manager can delegate tasks!

REVE
iga?._l » Work performed by the different teams

/ * Replace safety manager by a
\/ safety case generator

, _ \-/ , * Avoid the introduction of

/ Open-minded ' :

additional hierarchical roles
» Flat hierarchy is preserved

Teams for Pa'
Lifecycle 4
Collaboration

A safety manager should be appointed to
guarantee the continuous integration of
best practices, which should be suggested
to the various teams

A safety manager should be mindful and

Adapted from the original OSLC figure vigilant
17t March 16, SCSSS 5
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Hard solution: OSLC-based interoperable tools

Safety-case generator:
Consumer of evidence

Hazards
Analysis
Results

SGs
FSRs
TSRs

SSR&HSR

Formal
; verification
Results

=

Open Services Testing

for Lifecycle Results
Collaboration

Safety case
representation

— = Safety case

Producer of evidence-supported composable argument-fragments,

contributing to showing that the product is acceptable safe
17th March 16, SCSSS 6
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Talk outline

Background
— ISO 26262 (focus on Part 6, clause 8-9)
— OSLC (Open Services for Lifecycle Collaboration)
— CSM (Chassis Management System) 1

Core
Related work

Conclusion and future work
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1ISO 26262

N & S;eqc (.)f okl S:fetyb‘« e ‘ 6-11 Verification ,
equirements . of SW Safe o [ve .
Requireme::tls ' SOﬂW&I‘e Verlflcathn plan
- /s105wintegration| / Software verification specification
2 Testing y
caswune |\ \ / / Software verification report

|mp?::i:t§tion '—#m
v
[Gallina et al. 2016, CARS-20106]
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OSLC

Open Services for Lifecycle Collaboration

— Various extensible specifications are at disposal

Predefined OSLC domains, including QM (quality management) and AM
(Architecture Management)
— QM defines QM resources (Test Plan, Test Case, Test Script, Test Execution Record, and Test Result)

— builds on top of:
Linked Data
Resource Description Framework (RDF)
RDF Schema
HTTP protocol

SPARQL
Subject }Preﬂica’teg{ Object

2379 May 2017, 5th Scandinavian Conference System and Software Safety (SCSSS) 9
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CMS (Chassis Management System)1

is an ECU (Electronic Control Unit) used for realising the Fuel Level
Estimation and Display System functionality within Scania products.

is responsible for calculating the total fuel level.

2379 May 2017, 5th Scandinavian Conference System and Software Safety (SCSSS) 10
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Continuous self-assessment: technical solution

OSLC & OSLC &
ISO 26262-compliant ISO 26262-compliant [:> Meta-model for
CompanyX-specific CompanyX-specific Query Safety cases
AM+QM-meta-model :> Argumentation mechanism (e.g. SACM)
(RDFS) Query | meta-model (RDFS) +
mechanism Transformation
ICom pliant with ICom pliant with engine + rules ICom pliant with
| L L
Implemented sw architecture Argumentation-related Model Safety case
+testing-related model (RDF-graph) Model
el (RDF-graph) |_|e.g. Goal structure
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Continuous self-assessment: technical solution

OSLC & % OSLC & |

ISO 26262- compliant J1SO 26262-compliant |, 5 Meta-model for
Scania-specific ::)l Scania-specific Query Safety cases |
AM+QM-meta-model | Argumentation me‘hf“'sm (e.g. SACM) |

Q
(RDFS) Mec‘:‘zmsm meta-model (RDFS) | . . .
: engine + rules

ICompIiant with | Compliant with ICompIiant with |
I I |
Implemented sw architecture | Argumentation-related Model Safety case -
+testing-related model |, (RDF-graph) Model |
2 (RDF-graph) | _|e.g. Goal structure |«
e, S——— Se—
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Creating |ISO 26262-compliant OSLC
domains

First, we create a metamodel in compliance with a UML-profile for OSLC

9 Software unit testing ... 19
9.1 L0 ] & =Y o2 1 19
9.2 7T 3 T - | 19
9.3 INpUtS tO this ClaUSEe.......ccceeeec e ———————————————————— 19
9.4 Requirements and recommendations...........c.c i e s nnns 19
9.5 L4 o o Qo1 Lo [T 21

9.5 Work products

9.5.1 Software verification plan (refined) resulting from requirements 9.4.2 to 9.4.6.
9.5.2 Software verification specification resulting from requirements 9.4.2 and 9.4.4 to0 9.4.6.

9.5.3 Software verification report (refined) resulting from requirement 9.4.2.
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SoftwareSafetyRequirements Architecture Design Specification
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title: XMLLiteral P .
\ i : o . identifier: XMLLiteral
S — —7?—'59'“'" XMLLiteral - testLevel: softwareTestLevels

77 <

|5 Class

o Category
1S026262_Ql L LT . . i
is for verifying ased o0 ¢ o eiing pased on i +codes: datatype  —> Attribute

SoftwareVerificationSpecifcation Traceability links

-------- Dependency ----- ->

) TestObject
. TestEnvironment Software Verification Plan Grouping of Categories
j o iteria: i title: XMLLiteral o ) S
title: XMLLiteral - Tes‘_omem : 232 ;ﬂtmem ﬁﬁfiﬁffﬁéé?“"“' identifier: XMLLiteral Aggregation
identifier: XMLLiteral }gf{;‘ﬁ":r'.-)'zﬁﬂtem identifier- XMLLiteral identifier: XMLLiteral asiI:ASlLXM Lo @—Composition———>
TestMethod testLevel: softwareTestLevel version:XMLiteral methodName: targetEnvironment [ testLevel: softwareTestLevels version: XMLLiteral
asil: ASIL emT asil: ASIL N excepnanandImgAcﬂon: XMLLI|9T3| Parent Class
title: XMLLiteral "/,dofmed for StructuralCoverage A Tool Main category
identifier: XMLLiteral . . -
TestCase asil-ASIL Q guidelinesUsed: XMLLiteral
methodName: testMethods | title: XMLLiteral title: XMLLiteral Abstract
asil: ASIL identifier: XMLLiteral E—— identifier: XMLLiteral straction
title: XMLLiteral methodName: ) ;
identifier: XMLLiteral coverageMetrics asil ASIL inHouseDeveloped: XMLLiteral

ConfigurationData methodName: title: XMLLiteral
testCaseDerivationMethods identifier: XMLLiteral

title: XMLLiteral uniqueldentifier: XMLLiteral :
identifier: XMLLiteral methodName: testMethods

validValues: XMLLiteral

TestEnvironment —
dependencies: XMLLiteral v SoftwareVerificationReport

: ) . asil: ASIL
intent: XMLLiteral TestData title: XMLLiteral

title: XMLLiteral identifier: XMLLiteral generated based on
identifier: XMLLiteral methodName: \& Q/

inputData: XMLLiteral tarqetEnvironment - title: XMLLiteral
expectedOutput: XMLLiteral

CalibrationData identifier: XMLLiteral TestEnvironment
itle: XMLLiteral passResult: boolean asi-ASIL
identifier: XMLLiteral tailoring: XMLLiteral title: XMLLiteral
validValues: XMLLiteral testLevel: softwareTestLevels 'de:":'::; XMLLiteral
o ) version: XMLLiteral metiacksama:
dependencies: XMLLiteral it

intent: XMLLiteral

SoftwareRequirementCoverage

TestExecutionRecord title: XMLLiteral
Tool identifier: XMLLiteral
title: XMLLiteral e o XMLLteral totalRequil its: XMLLiteral
title: eral testedRequirements: XMLLiteral
B ; t
[] Extended concepts (i.e either attributes or WP types) [  parent WP type identifier: XMLLiteral  P°"*"**** | jgentifier: string nonTest:%leRequiremems: XMLLiteral
testTime: XMLLiteral guidelinesUsed: XMLLiteral percentage: XMLLiteral

inHouseDeveloped: XMLLiteral




&0 MALARDALEN UNIVERSITY AMASS <SESPRESSO0-2

WD SWEDEN

http:/fwww.w3.0rg/1999/02/22-rdf-syntax-ns#type

http://open-services.net/iso%ZGqu#So&war@

! plan for testing Fuel level calculated by CMS1:Fuel Simulink Models

http:/fopen-services.netfiso26262gm#title

http:/fopen-services.netfiso26262gm#testlevel

Software unit testing

http://open-services.net/iso26262qm#passCriteria —p{ The output functionality is as expected

http:/fopen-services.netfiso26262gm#exceptionHandlingAction p| Report error or bug in jira tool

http://iso26262qmprovider.comjverificationPlans/1 http:/fopen-services.netfiso26262gm#regressionStrategy

http:/fopen-services.netfiso26262gm#Tool

> .
http://open-services.net/iso26262qm#TestObject http://myserver/ tools/ 1
http://myserver/testObjects / 1
http:/fopen-services.netfiso26262gm#TestEnvironment
http://myserver/ testEnvironments / 1
http:/fopen-services .netfiso26262qm#isForVerifyingAgainstSoftwareUnitDesignSpecification
http:/fiso26262amprovider.com/softwareUnitDesignSpecifications / 1

D

iterative testing cycles that incorporate for reported changes
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Pa @AMASS SESPRESSO2

Validation

We performed empirical validation

— Questionnaire-based validation
traceability, confirmability and abstraction

— —>positive feedback from the respondents

2379 May 2017, 5th Scandinavian Conference System and Software Safety (SCSSS) 16
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Continuous self-assessment

The generation of the safety case can be done continuously allowing for
monitoring of its progress: from a preliminary and skeleton-oriented
version to a complete and operational one.

2379 May 2017, 5th Scandinavian Conference System and Software Safety (SCSSS) 17
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Continuous self-assessment
Via SPARQL queries
0 | o
Implemented SW Units - IDE | ; )Q\ s | Safety Case
2 /ar é Generator
0 -
Requirements Specifier f Graph DB
< SPARQL | Human
0 e ndpoin
. s
Testing Tool L
C
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Continuous self-assessment

PREFIX oslc_iso26262am. <http://open-services.net/ns/oslc_iso26262am#>
PREFIX oslc_is026262gm. <http.//open-services.net/ns/oslc_iso26262qgm#>
ASKY{
! ?subject oslc_is026262qgm:passResult 7o
FILTER(xsd:integer(?0="1"))}

Claim 1: CMS]1:Fuel was successfully tested.
Context 1: Definition of successfully tested via coverage criteria.
Claim 1.1: All critical test cases passed
Context 2: Definition of critical test cases.
Strategy 1.1: Argument over test case TCI
Claim 1.1.1: Test case C1 ("http://open-
services.net/ns/oslc_15026262qm/testCases/1") passed
Evidence: Test Execution Log
(rdf:resource= http://open-services.net/ns/oslc 1s026262qm/
testExecutionLogs/1);

2379 May 2017, 5th Scandinavian Conference System and Software Safety (SCSSS) 19
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Related work

[Alvarez-Rodriguez et al. 2015] authors propose an OSLC Knowledge
Management specification and a mapping between RDF and
RelationSHiP to enable N-ary relationships representations.

[Regan et al. 2015] authors propose a Process Assessment Model based
on ISO 15504. Authors envision the possibility to automate the
generation of a safety case via the exploitation of the OSLC specifications.
The vision is discussed but no concrete step is carried out.

2379 May 2017, 5th Scandinavian Conference System and Software Safety (SCSSS) 20
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Conclusion and future work

First step towards an ISO 26262-compliant OSLC-
based tool chain enabling continuous self-
assessment —technical solution

OSLC & OSLC &
ISO 26262-compliant ISO 26262-compliant :> Meta-model for
CompanyX-specific CompanyX-specific Query Safety cases
AM+QM-meta-model :> Argumentation mechanism (e.g. SACM)
(RDFS) Query | meta-model (RDFS) +
mechanism Transformation
ICompliant with WCom pliant with engine + rules ICom pliant with
| |
Implemented sw architecture Argumentation-related Model Safety case
+testing-related model (RDF-graph) [ Model
(RDF-graph) e.g. Goal structure
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attention!

Discussion time...and
advertisement:
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